https://exploit.in/forum/pda/index.php/t60834.html
I’ve found some time to write one more article for forum Exploit.in
In this article I will tell you about how to brute force the SSH, how to use it and what does it have to do. Guru won’t see anything interesting here, but newbie will find some valuable information, because not only hacking but security will be discussed too.
So, what is SSH?

SSH (“secure shell") – is a network protocol of applied level that allows the remote control of the operating system and tunneling of TCP-connections (for example, to transfer files).
SSH allows safe transfer virtually any network protocol in insecure environments. Thus, it is possible not only to operate a computer remotely through the shell, but also to transmit audio or video stream (such as a webcam) through an encrypted channel.
For work, we need the following tools:
1. SSH Brute for Windows http://zalil.ru/33625661
2. A utility for running the SSH (written specifically for running  the SSH by some fl00der'om with preset parameters - designed so in order not to bungle) http://zalil.ru/33625682
Be attentive! The archive contains 2 files of same category. These are plinker.exe and plink.exe. We need only plinker.exe.

3. proxifire http://zalil.ru/33625692
Let’s start:

 Open brute and start configuring it.
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Well, everything is simple here. Small in number, but very necessary functional features of brute:
 [+] Multithreading

 [+] Three modes of brute force: the list of logins, the list of passwords or according to both lists (logins and passwords).
 [+] Search of IP within a range or according to the list from file.
 [+] The ability to set a timeout of connection when checking the port.
In my case, I run brute, start the search through the list of passwords and specify the range.
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The brute has started working. Leave it and go for a walk, have a sleep, drink some beer or etc)))
After the brute is ended, the data is saved in a file brute_good.txt (the program automatically creates it). Open it and there are our SSH like this:

 123.123.123.13; root; test

 23.13.23.23; root; admin

 etc.

 It's done. Congratulations, you have bruted the SSH!

How can I use it now? And finally to encrypt the transfer of my data?

We will need the utility that I have mentioned above:

 > 2. A utility for running the SSH (written specifically for running  the SSH by some fl00der'om with preset parameters - designed so in order not to bungle) http://zalil.ru/33625682
 it looks as like this:
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Enter the IP and login of bruted SSH and click on “START”
The console (or program plink.exe, which is located in the same folder) starts to work immediately.  It looks like this:
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If you see a message

 Access granted

 Local port 127.0.0.1:8081 SOCKS dynamic forwarding

This means that all went successful and connection to the SSH was installed.
ATTENTION !!! Do not close the console (plink.exe) in no case !!!!

How to let traffic through SSH? 
Download the proxifire from the third step:

3. proxifire http://zalil.ru/33625692
 Install it and run. Click File -> New Profile name it as you wish and click OK

We will see the following:
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After that, we make all as it is shown on the screenshot:
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Click on "Add", and see the following:
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Here everything is okay too. Click OK.

The program may ask you to create some rules. This means that you can add something as an exception. This item won't be proxified. You can do that if you wish.
Check the website 2ip.ru. There you should see the IP of our SSH. If everything is okay then the configuring is completed. You can walk across the network with data encryption + having a different IP.
Can I use chain of SOCKS for better anonymity above SSH? And how to do it?

Answer: Of course you can.

Let's begin. Open proxifire. Open Proxy Servers and create a chain by clicking on "Proxy Chains"

Then click on "Create" and name it as you wish.

Then drag "127.0.0.1:8081" from the top to the name of your chain. You will see the following:
[image: image8.png]Proy Servers
Adress / Fot Type =
127001 sos1 sockss

Drag and Drop a proxy server from the s to add itinto a chain

Drag and Drop proxy servers within a chain to aker the order.
Use check boxes to enable/dsable a proxy in a chain

o]

i

Remove

PERE

Create

Remove

I

i





Now press "Add" and add the desired proxy server to the same place (The program supports proxy checker function), then add the proxy into the chain again.
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Click OK and check on 2ip.ru.

ATTENTION !!! IP 127.0.0.1:8081 in chain should always come first and then any numbers of proxies, as you wish.

After we create a chain we will see the following in SSH the console:
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So SSH connects to the proxy and everything is fine.

Use it when you want.

In addition to the article, I want to say, that you can use not only bruted SSH, but the purchased from your hosting provider and so on.
Mini F.A.Q.
Q: How long does the SSH live?
A: A lot longer than SOSKS. For example I use the same SSH for 2 months already.

Q: Everything was working fine, but I cannot enter any website after awhile. 

A: Most likely you have closed plink.exe, or SSH has expired, or one of SOCKS in the chain has expired and should be replaced.
Q: May I change the proxy in the chain when I want to?
A: Yes, while working or surfing you can replace any SOCKS from the chain as well as to interchange them or remove the check mark from it if you do not want to use it in your chain, or add a new one.

Q: Is it legal?
A: No it's not. Using of bruted SSH, as well as bruting is not legal.
Q: Can I use a VPN together with SSH + SOCKS.

A: It is not optional, but necessary, because the work will be safer.

Q: Does this scheme guarantee 100% of anonymity and security during my deeds in the network?
A: There cannot be 100% of anonymity.
Ranges for brute by countries can be found here:
To view this block need to register

This material is created for review only. If copying materials, create a reference to the source.

 Sincerely yours / dev / null /.
